ABSTRACT Histopathological image retrieval is a key technology for computer-aided diagnosis. However, patients are reluctant to reveal their privacy in histopathological image retrieval. In order to further improve the effectiveness and safety of histopathological image retrieval, this paper proposes a new histopathological retrieval scheme based on asymmetric residual hash (ARH) and DNA coding techniques. In this paper, we first present a novel ARH for histopathological image retrieval to improve the effectiveness of histopathological search scheme, and then we use the 5-D hyperchaotic system to protect patient privacy. Specifically, the contribution consists of four aspects: 1) A histopathology ciphertext domain search scheme was proposed to improve the performance of computer-aided diagnosis. 2) An asymmetric approach was implemented to process histopathological query points and database points, and a novel asymmetric residual hash algorithm was first proposed to improve the accuracy and speed of histopathological image retrieval.
I. INTRODUCTION
In the era of big data, how to help doctors complete pathological diagnosis has become a hot topic for researchers. Histopathological image retrieval has become one of the key technologies for Computer-Aided Diagnosis (CAD). However, there are two issues that need to be mentioned. The first question is how to quickly retrieve a histopathological image of interest to the doctor. Another reason is how to improve the accuracy of histopathological image retrieval. The accuracy and effectiveness of histopathological retrieval have also become the focus and difficulty of computer-aided design
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research. High-performance retrieval of medical pathology images has become a research hotspot in the field of computer vision and medicine.
The goal of using histopathological methods to complete histopathological image retrieval and computer-aided diagnosis is to further construct a histopathological retrieval system with good real-time and high accuracy, and further assist doctors in relevant diagnostic work. Computer-aided diagnosis is performed by imaging and medical image processing techniques, combined with computer analysis. The goal is to improve the accuracy of the diagnosis and assist the physician in finding the lesion. Researchers have also done a lot of research on CAD systems, such as interactive tasks [1] , design methods [2] , and medical diagnostics [3] .
With the rapid development of computer technology and artificial neural networks, CAD research has become one of the hotspots of modern medical image research, and its clinical value has been demonstrated in the diagnosis. There are many differences between monochrome images and histopathological images in CAD. Histopathology images carry more information than monochrome images. Therefore, histopathological image processing has broad prospects in practical applications [4] - [6] . In histopathological Whole Slide Image (WSI) analysis, image retrieval and image classification are two key elements of pathological analysis [7] , [8] . In histopathological search, researchers focus on automatically mining information on histopathological images [9] . Content-based histopathological image classification and retrieval have been extensively studied by researchers [9] - [14] , and their representative research methods such as non-negative matrix factorization [10] , unsupervised feature extraction [11] , support vector machines, etc. However, the accuracy of the conventional search algorithm needs to be further improved, and the time complexity of the algorithm needs to be reduced. With the development of deep learning, AlexNet and VGGNet have improved image retrieval accuracy, but the feature dimension is higher, so the hash algorithm is initially applied to histopathological image retrieval [15] , [16] .
If the patient's privacy is revealed by the patient's medical treatment, this will have a very bad effect. The importance of patient privacy lies in its privacy and non-disclosure. In practice, the violation of patients is often caused by the disclosure and disclosure of the patient's secrets, and the patient's privacy is legally known and mastered by the medical institution and a certain range of medical personnel for the purpose of the diagnosis and treatment. Therefore, it is very important to design a privacy-protected retrieval mechanism while protecting patient privacy from disclosure. Since 2015, the ciphertext domain image retrieval scheme is concerned in the field of information retrieval. For example, during the period from 2015 to 2017, Xia et al. [17] - [19] proposed an image retrieval scheme for privacy reservation. The basic principle is to use image rank and hyperchaotic systems to complete image encryption. In addition, many researchers have demonstrated masterpieces of ciphertext domain search with the goal of preventing privacy breaches [20] - [23] . In order to further improve image storage and retrieval efficiency, some ciphertext domain image storage and retrieval schemes have been proposed [24] - [26] . The ciphertext domain search is an emerging field, and there are many key technologies worthy of discussion.
In this paper, we first present a novel ARH algorithm for histopathological search to improve the performance of CAD, and then we use the 5-D hyperchaotic system to protect histopathological image privacy. The main innovations are as follows: (1) A novel privacy reservation scheme has been proposed for histopathological image retrieval. (2) An asymmetric approach was taken to process histopathological query points and database points, and a novel asymmetric residual hash algorithm was first proposed to improve the accuracy and speed of histopathological image retrieval. (3) 5-D hyperchaotic system and DNA coding technique are applied to histopathological image retrieval to protect patient privacy. (4) Information loss and quantization loss are optimized to learn network parameters and hash codes.
Our research goal is to improve the accuracy of histopathological retrieval while protecting patient privacy. The research work not only has practical application value but also has the pioneering method in histopathological retrieval.
Specifically, it is manifested in the following two aspects: (1) In histopathological image retrieval, we first engage in related research and optimize the loss function of the algorithm based on the residual hash method. ( 2) The ciphertext domain image retrieval method was first applied to histopathological image retrieval, and we improved the retrieval scheme and privacy protection algorithm.
The structure of this paper is organized as follows: The related works are introduced in section II; The proposed method is presented in section III; The implementation results and analysis are described in section IV; The summary of this paper is presented in V.
II. RELATED WORKS
With the continuous improvement of medical equipment, the number of WSIs has gradually increased, and digital pathology has become one of the most promising areas in the field of diagnostic medicine. Therefore, histopathological research has become a hot topic in image processing and medical cross-disciplinary research. In histopathological image analysis, the researchers published some very good works [27] - [31] . This paper mainly studies the method of histopathological image retrieval. It can be seen from the research methods that the method based on deep learning occupies a dominant position. The specific description is as follows: Erfankhah et al. [32] proposed SVM to search for pathological images; Janowczyk and Madabhushi [33] proposed AlexNet for digital pathology; Cruz-Roa et al. [34] proposed the CNN method as an effective histopathological search. Whether it is ordinary image retrieval or histopathological image retrieval, there are few studies related to residual networks. Therefore, this paper first proposes ARH algorithm for histopathological search. Our main goal is not only to improve the accuracy of histopathological image retrieval but also to improve the speed of retrieval. The ultimate goal is to further improve the performance of CAD systems.
For a patient, the ideal situation is to get the best diagnosis while protecting the privacy of the individual. Therefore, this paper summarizes the scheme design process of ciphertext domain image retrieval. As people's awareness of privacy protection continues to increase, domestic scholars have begun to pay attention to ciphertext domain information retrieval. Many researchers have achieved very good results in the research of secure image retrieval schemes. The research of secure image retrieval provides the necessary VOLUME 7, 2019 conditions for histopathological image retrieval. Therefore, this thesis studies ciphertext domain image retrieval, the goal of which is to enable patients to obtain optimal diagnosis in the context of protecting patient privacy. At present, encryption technology is the main technical means to mask the semantic content of data. There are some classic image encryption algorithms [35] - [41] , which mainly study the generation and coding rules of DNA sequences.
The hash algorithm enables high-dimensional data information to obtain better similarity in low-dimensional space. In the latest histopathological studies, histopathological studies based on deep hashing algorithms have obtained the best performance in this field. On one hand, in order to further improve the retrieval effect of CAD system, this paper focuses on the deep residual hash algorithm to improve the accuracy and real-time of pathological image retrieval. On the other hand, in order to prevent privacy leakage incidents in the patient's medical treatment process, this paper focuses on the ciphertext domain image retrieval scheme, the goal is to enable patients to get the best treatment in the protection of patient privacy.
This paper first analyzes the advantages of the deep hash algorithm in histopathological images. Secondly, considering the importance of patient privacy, this paper studies the ciphertext domain search scheme, whose goal is to improve the efficiency of histopathological image retrieval while ensuring that patient privacy is not compromised. The main innovations are as follows: (1) In histopathological image retrieval, the residual hash algorithm was first proposed for histopathological image retrieval. In addition, this paper uses asymmetrical methods to learn the query points and database points of histopathological images. (2) The ciphertext domain image retrieval scheme and encryption algorithm are improved, and the ciphertext domain histopathology image retrieval scheme and processing algorithm are proposed for the first time. The goal is to resist the common types of attacks that medical data encounters during transmission.
Deep hash algorithms and ciphertext domain processing schemes and methods are hot topics in current research. In particular, the application of algorithms in histopathology is more novel. Therefore, the proposed histopathological image retrieval based on asymmetric residual hash and DNA coding is scientific and significant.
III. THE PROPOSED SCHEME A. ALGORITHM MOTIVATION AND SYSTEMATIC DESCRIPTION
In ciphertext domain image retrieval scheme, we further consider how to improve the retrieval effect of CAD systems, and histopathological image retrieval is one of the key technologies for CAD. From the research progress from 2018 to 2019, the deep hash algorithm has a good effect in histopathological image retrieval. However, most of the current hash algorithms use the VGGNet model when performing retrieval tasks. The residual hash has not been applied to the field of histopathological search. This paper focuses on the residual hash to improve the accuracy of histopathological image retrieval. In order to further improve the real-time retrieval, an asymmetric learning method is introduced into the algorithm to accelerate the hash function and hash code learning. An asymmetric approach was implemented to process histopathological query points and database points, and a novel asymmetric residual hash algorithm was first proposed to improve search accuracy and speed.
Some digital image retrieval schemes under the ciphertext domain have been proposed. However, histopathological images have a large super resolution. If the current encryption method is used to encrypt the image, the histopathological image has a higher resolution, which leads to a large computational complexity. In order to further reduce the time complexity of the image encryption module in the ciphertext domain scheme, we use the 5-D hyperchaotic system to protect histopathological image privacy. The proposed image encryption algorithm is a 5-D hyperchaotic system based on block processing, so the algorithm has lower time complexity, which is more suitable for histopathological image retrieval. Considering the importance of patient privacy, it is safer to perform histopathological image retrieval in the ciphertext domain. Therefore, this paper studies the histological retrieval of ciphertext domain.
In this paper, reducing time complexity is mainly reflected in two aspects. (1) The ARH algorithm proposed to greatly improve the search speed. (2) The block 5-D hyperchaotic system is used to encrypt histopathological data, which helps to reduce the encryption time complexity. The main innovations are as follows: (1) The ARH algorithm is proposed and applied to histopathological retrieval for the first time; (2) The proposed histopathological image retrieval scheme based on ARH, block-based 5-D hyperchaotic system and DNA coding technology is proposed.
B. RETRIEVAL SCHEME AND RESEARCH CONTENT Fig. 1 shows the histopathological image retrieval scheme. In Fig. 1 , the histopathological image owner encrypts the image and index, and then transmits the encrypted image and index to the server. Next, the histopathology image user sends a search request to the server. After the server receives the search request, it performs similarity calculation in the ciphertext domain. The final histopathology image user receives k semantically similar ciphertext domain histopathological images returned by the cloud server.
The main research contents of this paper are as follows: (1) Histopathology image owners need to encrypt images and indexes. Specifically, the paper mainly improves the encryption image algorithm, and uses the block 5-D hyperchaotic system and DNA coding rules to complete histopathological image encryption. The encrypted index part is consistent with the ciphertext domain image retrieval method, and the secure kNN [42] is adopted. (2) The histopathological dataset has more histopathological images and the resolution of each histopathological image is higher, so it is necessary to store FIGURE 1. Histopathological image retrieval scheme. The goal of the scheme is to improve the effectiveness and real-time of the histopathology retrieval system. ciphertext domain histopathological images in the server. The histopathology data user sends a query request. After the server receives the query request, it performs similarity calculation in the ciphertext domain. Finally, the server returns a histopathological image of the semantically similar ciphertext domain to the histopathological image user. (3) After receiving the semantically similar ciphertext histopathology image, the user needs to send an authentication request to the image owner, obtain the decryption key, and decrypt the ciphertext histopathological image. The goal is to further improve the effectiveness and security of image retrieval in the ciphertext domain.
C. KEY TECHNOLOGY AND METHOD
The residual hash algorithm has not been applied in histopathology until now. Therefore, this paper considers residual hash for the first time in histopathological image retrieval.
In Fig. 2 , Ciphertext histopathology image retrieval is proposed to learn histopathological image hash code. Our idea is to introduce a hash layer in the pre-trained residual hash network. In addition, we use the secure kNN to encrypt the index and perform ciphertext domain histopathological similarity calculation.
In order to better train the network parameters, asymmetric pairwise losses are proposed. The asymmetric pairwise loss is shown in Eq. (1):
where U and V are the hash codes of the query point and the database point, respectively. S is the similarity matrix of the query point and the database point. l is the length of the hash code. In order to visualize the optimization process, we update Eq. (1), and the results after the update are as shown in Eq. (2):
where W is the ARH model parameter and x i is the extracted query point feature.
To further optimize the ARH algorithm, we introduce the tanh function as the activation function of the hash layer in the model. The specific description is as shown in Eq. (3):
Considering the reduction of quantization error, we use the quantization error as a regular term in the loss function. The result after the correction is as shown in Eq. (4):
where ω is the sampled dataset, is the database, and λ is the superparameter of the ARH. The first is information loss, and the second is quantitative loss.
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The optimization process of the ARH algorithm is as follows: The ARH algorithm updates the parameters by the chain rule. When solving the ARH algorithm, we fixed V to solve W . The specific process is shown in Eq. (5):
where u i = tanh (F (y i ; W ) ) T , U and V are the hash codes of the query point and the database point, respectively. S is the similarity matrix of the query point and the database point. l is the length of the hash code.
When solving the ARH algorithm, we fixed W to solve V . The closed form solution is shown in Eq. (6):
where Q = −2 lS T U − λU , V j , V j denotes a matrix containing V * j , U j denotes a matrix containing U * j , Q * j is the jth column element of the Q.
After the hash code of the query image and the database image is determined, we use the secure kNN algorithm to complete the index encryption, and then send the encrypted index to the server. The goal is to complete the ciphertext domain similarity calculation. It is proved by theory and practice that the ciphertext image and the plaintext image based on the secure kNN have consistency in the similarity measure. The ciphertext domain calculation formula is as follows:
where f q and f i are index of plaintext query images and database image, respectively; f '' q and f '' i are index of ciphertext query image and database image, respectively; f ' q and f ' i are index of ciphertext query image and database image, respectively; f ' ia , f ' ib , f ' qa and f ' qb are the decomposition result of the f ' q and f ' i using the secure kNN algorithm in plaintext, respectively. M 1 and M 2 are two random matrices, and r is a random number.
After the previous discussion, we can perform similarity calculation in the ciphertext domain and keep the ciphertext and the plaintext image consistently similar. Next, we used a 5-D hyperchaotic system to encrypt histopathological images. Next, we use a 5-D hyperchaotic system to protect histopathological image information.
In Fig. 3 , we used a modified 5-D hyperchaotic system to encrypt histopathological images. The 5-D hyperchaotic system was first introduced in pathology to protect patient information. Specifically, the proposed 5-D hyperchaotic system can generate five hyperchaotic sequences. The five random sequences are respectively used to generate a random matrix, a DNA encoding method for generating a random matrix, a DNA encoding method for generating an original image, a selection DNA operation method, and a selection DNA decoding method. The 5-D hyperchaotic system is described as the Eq. (8):
where the value of a 1 is 30, the value of a 2 is 10, the value of a 3 is 15.7, the value of a 4 is 5, the value of a 5 is 2.5, the value of a 6 is 4.45, and the value of a 7 is 38.5. After satisfying these conditions, the 5-D chaotic system is in a hyperchaotic state. The left parameter of Eq. (8) represents the five hyperchaotic sequences generated by the 5-D hyperchaotic system. The specific implementation process of ciphertext domain histopathology is as follows:(1) We use asymmetrical methods to learn histopathological hash code. ARH model only predicts the query hash code. However, the database code learns directly through offline method. (2) The secure kNN is first applied in histopathological image retrieval to protect histopathological image information. The histopathological image retrieval is done in the ciphertext domain, which is theoretically more reasonable for the patient. (3) Asymmetric pairwise loss is proposed and optimized to learn asymmetric residual hash model parameters. In summary, this paper first proposes asymmetric residual hash learning histopathological images to learn efficient hash codes, and then encrypts the index to complete histopathological image retrieval in an efficient manner. This paper first gives the research motivation. The main contributions are as follows: (1) This paper first proposes a new architecture for histopathological image retrieval. (2) In the new scheme, we mainly propose the ARH algorithm. This algorithm is also the first application of the residual hash algorithm in histopathology. (3) In order to further ensure the safety of histopathological retrieval, a new privacy protection algorithm is proposed based on 5-D hyperchaotic system and DNA coding technology. The goal of the research is to achieve high retrieval efficiency while protecting privacy to improve computer-aided diagnostic performance.
IV. EXPERIMENTAL RESULTS AND ANALYSIS
Histopathological image resolution is large, and large-scale histopathological image retrieval performance has become a concern of computer-aided systems. In addition, patients are reluctant to steal their privacy. In order to further improve the accuracy and safety of pathological search in computer-aided diagnosis, this paper first studies the asymmetric residual hash algorithm to improve the accuracy of histopathological image retrieval based on ResNet-50 model and asymmetric pairwise loss. Secondly, this paper studies histopathological image encryption algorithms to protect histopathological image information. The algorithm studied is based on a blockbased 5-D hyperchaotic system and DNA coding technology, which is particularly suitable for histopathological image encryption.
A. HISTOPATHOLOGY IMAGE PRIVACY PROTECTION
The hyperchaotic system based on DNA coding is very sensitive to parameters, so the algorithm is very suitable for image encryption. In this paper, we propose a block-based 5-D hyperchaotic system to protect histopathological image privacy. Next, we will focus on the generation of hyperchaotic sequences and the performance testing of algorithms in histopathology.
1) HYPERCHAOTIC SEQUENCE
The hyperchaotic sequence is a voucher to verify whether the system is in hyperchaotic state. We randomly select some sequences for visualization. The experimental results show that the proposed 5-D system is in a hyperchaotic state in Fig. 4 . In Fig. 4 , the proposed algorithm produces five hyperchaotic sequences when the parameters satisfy the parameter settings in section 3.
For histopathology, the size of the secret key space has a significant impact on privacy protection. The key sensitivity is 10 −15 , so the secret key space is 10 75 . There is a point of view where the system can resist brute force attacks when the key space is greater than 2 100 . 
2) HISTOPATHOLOGICAL IMAGE HISTOGRAM ANALYSIS
Histogram analysis is one of the performance descriptions of histopathology images. In Fig. 5 , we randomly selected an image test in the histopathology dataset (KIMIA Path24). Encrypted histopathology images have a flatter histogram, so the encryption effect of the algorithm is better. The histogram reflects the distribution of information, so the smooth histogram distribution fully demonstrates the performance of the encryption algorithm. 
3) HISTOPATHOLOGICAL IMAGE CORRELATION ANALYSIS
Correlation analysis is another standard to measure algorithm performance. In Fig. 6 , we focus on the correlation of horizontal, vertical, and diagonal directions of adjacent pixels. The experimental results show that the adjacent pixels of the original image have a good correlation, while the correlation of the encrypted images is weak.
4) HISTOPATHOLOGICAL IMAGE OCCLUSION ATTACK
Histopathological images will inevitably encounter occlusion attack during transmission, including random occlusion and region occlusion. In Fig. 7 , we analyzed the degree of occlusion of 0.125. The simulation results show a better antiblocking attack.
5) OBJECTIVE ASSESSMENT
To further verify the performance of the algorithm we chose four algorithms [38] - [41] to objectively evaluate the performance of the algorithm. Objective indicators are entropy, Correlation and NPCR [37] . In Tab. 1, the proposed algorithm entropy is close to 1, the correlation is close to 0, and the NPCR is close to 1. Therefore, the algorithm has better security in histopathological.
The histopathological image is encrypted using the proposed algorithm, and the encrypted image needs to be transmitted to the server for storage. In addition, this paper mentions the use of secure kNN to complete index encryption. Although the index encryption algorithm is known, the generation of valid indexes needs further study. 
B. RESIDUAL HASH ALGORITHM PERFORMANCE 1) ARH ALGORITHM RESEARCH MOTIVATION
In order to generate an efficient histopathological image index, this paper studies the ARH algorithm and applies the residual hash algorithm to histopathological retrieval for the first time. In previous histopathological studies, traditional features and depth features extracted with AlexNet and VGGNet were more popular.
We performed our experiments in three datasets (Kimia Path24, Kimia Path960, and Malaria). We use four Titan Xp and the memory of the graphics card is 12G. The software programming environment is pytorch and matlab2018a. We focus on testing the convergence, MAP, and complexity of the ARH algorithm. The KIMIA Path24 [43] is one of the main data sets for histopathological search. It contains 24 categories of histopathological images. This data set contains 27,055 histopathological images. In the actual test, we randomly selected 1325 histopathological images to test the algorithm performance, and other histopathological images were used to train the network parameters. The simulation experiment focuses on the convergence, parameter influence and effectiveness of ARH.
We tested the performance of the ARH algorithm in KIMIA Path24. Figures 8 and 9 show the effect of studying hyperparameters on retrieval performance. The optimal MAP result is 0.9678. Where the hyperparameter is 125, the length of hash code is 32. The convergence of ARH and the complexity of ARH are two indicators that need to be discussed. Figures 10 and 11 show that ARH has better network convergence and lower time complexity. Where the hyperparameter is 125, the length of hash code is 32. The KIMIA Path960 [27] is one of the main datasets for histopathological search. It contains 20 categories of histopathological images. This dataset contains 960 histopathological images. In the actual test, we randomly selected 192 histopathological images to test the algorithm performance, and other histopathological images were used to train the network parameters. The simulation experiment focuses on the convergence, parameter influence and effectiveness of ARH.
We tested the performance of the ARH algorithm in KIMIA Path960. Figures 12 and 13 show the effect of studying hyperparameters on retrieval performance. The optimal MAP result is 0.966. Where the hyperparameter is 125, the length of hash code is 32. The convergence and complexity are two indicators that need to be discussed. Figures 14 and 15 show that ARH has better network convergence and lower time complexity. Where the hyperparameter is 225, the length of hash code is 32.
4) ARH VERIFICATION IN DATASET 3 (Malaria)
The Malaria [44] is a dataset for cell images search. It contains two categories of cell images. This dataset contains 27558 cell images. In the actual test, we randomly selected 2000 histopathological images to test the algorithm performance, and other cell images were used to train the network parameters. The simulation experiment focuses on the convergence, parameter influence and effectiveness of ARH.
We tested the performance of the ARH algorithm in the Malaria dataset. Figures 16 and 17 show the effect of studying hyperparameters on retrieval performance. The best MAP result is 0.9482. Where the hyperparameter is 10, the hash code length is 32. The convergence and complexity are two indicators that need to be discussed. Figures 18 and 19 show that ARH has better network convergence and lower time complexity. Where the hyperparameter is 10, the length of hash code is 32.
5) EXPERIMENTAL RESULTS AND ANALYSIS
In the comparison algorithm, we selected the latest algorithms in histopathological studies, including DCH [28] , V p,r +D p,r [32] , ELP [13] , AlexNet [27] , VGG16 [27] , BOVW [27] and LBP [27] . Among these algorithms, there are deep hash algorithms, high-level features and traditional features. These algorithms are the best algorithms that have achieved the best results in histopathological images in recent years. Therefore, this paper uses these algorithms to verify the performance of the proposed algorithm.
In the description of the comparison algorithm, V p,r +D p,r [32] was proposed in 2019, mainly using multi-scale ideas to extend LBP. There are four algorithms (AlexNet [27] , VGG16 [27] , BOVW [27] and LBP [27] ) VGG16 extracted high-level features of histopathological images. ELP [13] was proposed in 2018. It is a new intensive sampling image description method. The extracted features are low-level histopathological features. DCH [28] was proposed in 2019 and is a deep convolution hash algorithm to perform histopathological retrieval.
In summary, these algorithms can be divided into three categories: obtaining low-level features of histopathological images (LBP [27] , BOVW [27] , V p,r +D p,r [32] , ELP [13] ); acquiring high-level features of histopathological images with high computational complexity (AlexNet [27] , VGG16 [27] ); acquiring high-level features of histopathological images with low computational complexity (DCH [28] ).
Although these algorithms achieve better results in histopathological images, the accuracy and computational complexity of the algorithms need to continue to focus on. The residual hash has not been applied to the field of histopathological search. This paper focuses on the residual hash to improve the accuracy of histopathological image retrieval. In order to further improve the real-time retrieval, an asymmetric learning method is introduced into the algorithm to accelerate the hash function and hash code learning.
ARH acquires high-level features of histopathological images based on model construction and loss function optimization. Compared to DCH, ARH can obtain better image representation through the residual network. After embedding the hash layer, ARH can get better semantic information.
KIMIA Path24 and KIMIA Path960 are specialized datasets for histopathological imaging to improve the performance of computer-aided diagnosis. The algorithm compared contains the most advanced algorithm in histopathology proposed in 2019. As can be seen from FIG. 20 and FIG. 21 , The accuracy of the ARH algorithm has a large improvement compared to the comparison algorithms in this paper. Specifically, the accuracy of ARH on KIMIA Path24 is 0.966, and the accuracy of ARH on KIMIA Path960 is 0.979.
V. CONCLUSION
Histopathological image retrieval is a key technology for CAD. In this paper, we present an asymmetric residual hash algorithm called ARH. In addition, we propose a secure image retrieval scheme for histopathological image retrieval with the goal of protecting privacy from third-party theft while improving the efficiency of histopathological retrieval. The main contributions of this paper are as follows: (1) This paper first proposes a new architecture for histopathological image retrieval. (2) In the new scheme, we mainly propose the ARH algorithm. This algorithm is also the first application of the residual hash algorithm in histopathology. (3) In order to further ensure the safety of histopathological retrieval, we propose a new privacy protection algorithm based on 5-D hyperchaotic system and DNA coding technology. (4) In terms of application, we first applied residual hashing techniques to histopathological studies.
In the comparison algorithm, we selected the latest algorithms in histopathological studies, including DCH [28] , V p,r +D p,r [29] , ELP [13] , AlexNet [27] , VGG16 [27] , BOVW [27] and LBP [27] . The selected comparison algorithm is the latest algorithm in histopathological research, especially in the KIMIA Path24 and KIMIA Path960 dataset studies. Simulation results show that the accuracy of ARH on KIMIA Path24 is 0.966, and the accuracy of ARH on KIMIA Path960 is 0.979. In summary, the MAP of ARH is 0.9678 on KIMIA Path24. Where the hyperparameter is 125, and the length of hash code is 32. The MAP of the ARH is 0.966 on KIMIA Path960. Where the hyperparameter is 225, and the length of hash code is 32. The MAP of the ARH is 0.9482 on Malaria. Where the hyperparameter is 10, and the length of hash code is 24 . In addition, it shows that the proposed scheme can defend against common types of attacks in the security verification of the scheme. In future research, on one hand, we focus on multi-view hash algorithm research, the main goal is to comprehensively utilize multi-view information; on the other hand, we focus on multi-mode hash algorithm research, the main goal is to comprehensively reuse multi-modal information. Our main goal is to improve search accuracy while reducing computational complexity.
